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Absorption gap: Increasing distance between the technological
capability curve of Al (exponential, self-accelerating) and the
organizational absorption curve (process redesign, role re-
engineering, governance).

Adversarial evasion: Attack that introduces imperceptible
perturbations in the inputs of a model to cause incorrect
classifications or responses during inference, without modifying
the model itself.

Agentic Al: Al systems that plan, execute complex tasks and
operate autonomously on real corporate infrastructures, beyond
responding to prompts. Incremental capabilities: persistent state,
dynamic planning, execution on real systems and multi-agent
orchestration.

AGI (Artificial General Intelligence): Al system capable of
performing any cognitive task that can be performed by a

human being, with transferable generalization across domains. A
debated strategic horizon whose precise definition lacks scientific
consensus.

Al Act: Regulation (EU) 2024/1689, first comprehensive legal
framework on Al. Classifies systems by risk level (unacceptable,
high, limited, minimal) and imposes structural obligations on
high-risk systems. Penalties of up to €35 million or 7% of global
turnover.

Al Board: Forum for coordination and common interpretation
between the European Commission and the national Al
supervisory authorities, created by the Al Act.

Al Office: Central technical body of the European Commission
responsible for the supervision of general purpose Al models
(GPAI) under the Al Act.

Al-enhanced: Organizational model in which Al is used to
optimize existing processes without redesigning them from Al
capabilities. Predominant stage in most organizations today.

Al-first: Organizational model in which processes and structure
are designed based on Al capabilities, assigning to human
judgment only those tasks where its comparative advantage is
unequivocal.

Al-only: Hypothetical organizational model in which core
operations functionally dispense with human labor.

AIMS (Al Management System): Al management system
conforming to ISO/IEC 42001, equivalent to ISO 27001 for
cybersecurity but specific to Al: covers policies, impact

assessments, vendor control and continuous monitoring.

Ambient Al: Al that operates without being explicitly invoked:
it continuously observes the context, infers needs and acts
proactively. The interface disappears; the environment itself
becomes the point of interaction.

Ambient scribe: Ambient Al system deployed in clinical settings
that listens to the doctor-patient conversation and automatically
generates documentation of the encounter without explicit
instruction from the user.

BEC (Business Email Compromise): A type of cyberattack in
which the identity of an executive or supplier is impersonated
to divert funds or extract information. Generative Al powers it
through highly credible audio and video deepfakes.

Brussels effect: Phenomenon whereby EU regulation (Al Act,
GDPR) forces global companies to adapt their products to European
standards due to market volume, de facto exporting this regulation
to the rest of the world.

CAIO / CDAIO (Chief Al Officer / Chief Data and Al Officer):
Executive function responsible for the strategic leadership of Al in
an organization.

Citizen data scientist: Non-technical professional capable of
performing basic data analysis with visual tools. Generative Al goes
beyond this concept by delivering advanced analytical capabilities
directly to non-technical end users.

Cryptography resistant to quantum attacks (PQC): Set of
cryptographic algorithms designed to resist attacks by quantum
computers. NIST published the first standards in 2024 (FIPS 203, 204,
205).

Dark LLM: Language models modified specifically for cybercrime
(WormGPT, FraudGPT, GhostGPT). They generate malware, exploits
and social engineering campaigns without ethical restrictions.
Marketed on the dark web with technical support.

Data poisoning: Adversarial attack that consists of injecting
malicious data into the training set of a model to degrade its
behavior or introduce biases controlled by the attacker.

Deepfake: Al-generated synthetic audiovisual content that
impersonates the appearance or voice of a real person. Used in BEC,
fraud and disinformation attacks with significantly higher success
rate than traditional phishing.

Differential privacy: Technique that adds controlled statistical
noise to data or results to prevent identification of individuals,
preserving aggregate statistical usefulness.

Digital Twin: Dynamic simulation of a physical or human system
that is updated in real time with data from the real system. It works
with high reliability on deterministic physical systems; LLMs have
opened their extension to human behavior and complex social
systems.

DPIA (Data Protection Impact Assessment): Data protection
impact assessment required by GDPR (Art. 35). The EDPB considers
it mandatory in most LLM deployments given their systemic
processing of personal data.

Edge Al / TinyML: Ability to run Al models directly on devices such
as smartphones, wearables and sensors without relying on cloud
connectivity. Key enabler of Ambient Al.

Ethics washing: Phenomenon whereby an organization publishes
ethical Al principles without translating them into operational
controls, concrete responsibilities or auditing mechanisms.

Explainability: Ability to describe the inner workings of an Al
model in a way that is understandable to different audiences
(regulator, customer, employee). Technical requirement in
regulated models; implementable in ML with techniques such as
SHAP, LIME or sensitivity analysis.

Feature engineering: Process of building predictive variables from
raw data to feed ML models. One of the most expert knowledge
intensive phases of the classical ML lifecycle; significantly
accelerated by generative Al.
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Federated learning: Distributed training paradigm in which
data remains on local devices and only model updates are
shared. Mitigates privacy risks in LLMs at the cost of increased
operational complexity.

GDPR (General Data Protection Regulation): Data Protection
Regulation (EU) 2016/679. Its principles of minimization, right to
be forgotten and transparency present structural tensions with
the architecture and lifecycle of LLMs.

Generative Al: Family of models capable of generating original
content (text, images, audio, video, code) in response to
natural language instructions. Based on large-scale transformer
architectures.

GPAI (General Purpose Al): General purpose Al model (e.g.,
GPT, Claude, Gemini) capable of performing a wide variety of
tasks.

Gradient boosting: ML technique that combines multiple
decision trees sequentially to improve prediction.

Hallucination: Intrinsic behavior of generative models whereby
they produce false or inaccurate information presented with
apparent confidence. It is not an occasional bug, but a structural
consequence of the current design of LLMs.

Harvest now, decrypt later: Strategy whereby state actors
capture encrypted communications today with the intention of
decrypting them when quantum computing matures. Present
threat to data with long confidentiality lifetimes.

Hub & spokes: Al organizational model with a central Center
of Excellence that establishes cross-cutting capabilities, while
decentralized teams in lines of business develop specific
solutions with cross functional reporting to the hub.

Humanoid robotics: Robots with human-like form and
movement capabilities, integrated with Al models for
perception, reasoning and learning.

Hyper-personalized phishing: Al-generated phishing attacks
that analyze public profiles and corporate writing style to create
highly personalized messages.

IRB (Internal Ratings-Based): Regulatory approach that allows
banks to use internal models to calculate regulatory capital for
credit risk.

Jagged intelligence: Andrej Karpathy's concept to describe
the skill profile of today's LLMs: brilliant at complex tasks
(mathematical olympiads) and fragile at seemingly simple tasks
(comparing decimal numbers).

Jailbreak: Technique for bypassing the security controls of an
Al model by means of instructions designed to make the system
ignore its behavioral constraints.

LIME (Local Interpretable Model-agnostic Explanations):
Explainability technique that generates local approximations of a
complex model to explain individual predictions.

LLM (Large Language Model): Large-scale language model
based on transformer architecture, trained on vast textual corpora.
Technical foundation of part of today's generative Al. Examples:
GPT, Claude, Gemini, Llama.

LLMOps (Large Language Model Operations): Specific MLOps
extension to manage the properties of LLMs in production:
non-deterministic behavior, prompts such as risk surface,
hallucinations, cost per token and traceability of interactions.

LoRA (Low-Rank Adaptation): Efficient LLM fine-tuning
technique that adapts the base model to a specific domain by
modifying only a subset of parameters, drastically reducing the
computational resources required.

Machine learning (ML): A branch of Al that develops algorithms
capable of learning patterns from historical data without being
explicitly programmed for each task. Unlike generative Al, classical
ML models classify, predict and optimize; they do not generate
content.

Machine unlearning: A set of experimental techniques that seek
to selectively remove knowledge derived from specific data from
an already trained model, in response to the GDPR right to be
forgotten.

Many hands problem: Fuzzy liability problem in complex systems
where damage occurs without deliberate intent and the causal
chain is fragmented among multiple actors (designers, trainers,
deployers, users).

MCP (Model Context Protocol): Open standard that standardizes
how Al models interact with applications, data sources and
external tools. It eliminates the technical debt of proprietary
integrations and turns each tool into an asset reusable by any
agent.

MLOps (Machine Learning Operations): Set of standardized
processes and technology capabilities to reliably build, deploy
and operationalize ML models throughout their lifecycle. It covers
data preparation, experimentation, validation, deployment and
monitoring.

Model drift: Silent degradation of the performance of a
production model caused by changes in the distribution of input
data relative to training data.

Multi-agent orchestration: Architecture in which multiple
specialized Al agents collaborate under a central coordinator to
achieve complex objectives, managing dependencies, priorities
and information handoffs between agents.

Multimodality: Ability of an Al model to simultaneously process
and generate multiple types of information (text, images, audio,
video, code) in a single conversational architecture.

NIST Al RMF: National Institute of Standards and Technology's
Al risk management framework. Organized into Govern-Map-
Measure-Manage functions. Focused on trustworthy Al features
(trustworthy Al).



Polymorphic malware: Malicious code that mutates its
signature to evade detection. Generative Al powers it: advanced
variants rewrite their code every 15 seconds while maintaining
identical functionality, and defeat systems based on static
signatures.

Prompt: A natural language instruction or input that a user
provides to a generative Al system to elicit a response.

Prompt injection: Attack in which malicious instructions
embedded in inputs (documents, URLs, external data)
manipulate the behavior of the model to ignore constraints or
execute unauthorized actions.

Quantum computing: Computational paradigm that exploits
quantum properties (superposition, entanglement) to solve
certain intractable problems for classical systems.

RAG (Retrieval-Augmented Generation): Architecture that
complements an LLM with a real-time external information
retrieval system. It reduces hallucinations by anchoring answers
in verifiable documents, and separates updatable knowledge
from the static memory of the model.

ReAct (Reason + Act): Al agent control loop that combines
reasoning (situation analysis) and action (use of tools or APIs)
iteratively. Foundation of the cognitive core of agentic systems.

Reskilling: Process of acquiring new competencies to perform
professional roles different from the current ones, in response
to the transformation of work by Al. Strategic lever given the
structural imbalance between supply and demand for Al talent.

Shadow Al: Unauthorized use of generative Al tools in corporate
environments, often on public platforms with no privacy
guarantees.

SHAP (SHapley Additive exPlanations): Game theory-based
explainability technique that quantifies the contribution of each
variable to an individual prediction of a model.

SIEM / XDR / SOAR: Cybersecurity platforms: SIEM (Security
Information and Event Management), XDR (Extended Detection
and Response) and SOAR (Security Orchestration, Automation
and Response).

Technoblocks: Partially incompatible spheres of technological
influence (led by the US, China and Europe) with their own logics
of governance, security and values.

Technological sovereignty: Ability of a state or organization
to control the critical layers of the Al value chain (hardware,
infrastructure, models, talent) in order to maintain strategic
autonomy.

Transformer: Scalable neural network architecture based on
attention mechanisms, introduced by Google in 2017. Technical
foundation of all modern LLMs.

Turing test: Criterion proposed by Alan Turing (1950) to evaluate
whether a machine exhibits intelligent behavior indistinguishable
from that of a human in conversation.

UEBA (User and Entity Behavior Analytics): cybersecurity
systems that establish dynamic baselines of normal behavior and
detect anomalies.

Upskilling: Process of expanding existing competencies to adapt
to new requirements of the same professional role, specifically in
the context of Al adoption.

Vendor lock-in: Structural dependence on a single model or
infrastructure vendor that makes migration difficult (rewriting
integrations, compliance recertification, prohibitive costs).
Strategic risk in Al adoption.

Vibe coding: Paradigm of software development by iterative
natural language conversation with Al systems that interpret
requirements, generate complete applications, detect errors and
produce tests and documentation automatically. Term coined by
Andrej Karpathy.
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